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Preface

Preface

e Purpose

e Audience

e Documentation Accessibility
e Critical Patches

e Diversity and Inclusion

e Conventions

* Related Resources

e Screenshot Disclaimer

e Acronyms and Abbreviations

Purpose

This guide is designed to help acquaint you with the Oracle Banking application. This guide
provides answers to specific features and procedures that the user need to be aware of the
module to function successfully.

Audience

This document is intended for the following audience:

¢ Customers

 Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle
Critical Patch Update Advisory, which is available at Critical Patches, Security Alerts and
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Preface

Bulletins. All critical patches should be applied in a timely manner to ensure effective security,
as strongly recommended by Oracle Software Security Assurance.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user
interface elements associated with an
action, or terms defined in text or the
glossary.

italic Italic type indicates book titles, emphasis, or
placeholder variables for which you supply
particular values.

monospace Monospace type indicates commands within
a paragraph, URLs, code in examples, text
that appears on the screen, or text that you
enter.

Related Resources

For more information on any related features, refer to the following documents:
e Oracle Banking Digital Experience Installation Manuals

e Oracle Banking Digital Experience Licensing Manuals

Screenshot Disclaimer

Personal information used in the interface or documents is dummy and does not exist in the
real world. It is only for reference purposes; actual screens that appear in the application may
vary based on selected browser, theme, and mobile devices.

Acronyms and Abbreviations

The list of the acronyms and abbreviations used in this guide are as follows:
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Tablel Acronyms and Abbreviations

- __________________________________________________|
Abbreviation Description

OBDX Oracle Banking Digital Experience
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Purpose

This topic provides information on Purpose.OBDX provides interface for Chatbot module,
integrated with Oracle Digital Assistant (ODA) out of the box.

It provides end users a chat interface to interact with the bank. Transactions like balance
enquiry, fund transfers to payees, enquiring about banking products and details of ATM/
Branches can be achieved through chat. This document provides steps to setup OBDX chatbot
module with ODA. The prerequisites include:

*  ODA setup on the ODA console and required channel setup.

* Respective channel setup (I0S, Android and Web) to connect to ODA is specified in the
respective Technical guide.
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Topology

This topic provides information on Topology.

Stores session information (DIGX_CB_SESSION)
Stores JWT, JSESSIONID, OBDX userid, first & last login details

OBDX = -~
Mobile
App
DIGX
Cracle Database
i0S/Android SDK
Oracle Web
OBDX
Prelogin Page|
QOBDX App Server (REST)
Facebook Channel JWT Asserter
Chat Client P > Oracle Digital /chatbot - ngrok (as component) -
(Facebook) Agsistant fdigx
ODA
[y
Sends JWT to fefch JSESSIONID
Asserls JW'I;'l_o pupullate javax_security. auth. Subject
/chatbot - ngrok o
ul Weblogic Server
/chatbot -

Invokes FB Rest to show 'typing’ message
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Common Configurations

e ODA Configurations
This topic describes the systematic instruction to ODA Configurations option.

3.1 ODA Configurations

This topic describes the systematic instruction to ODA Configurations option.

1. Login to ODA and import the OBDX bot shipped with OBDX installer. There is below folder
OBDX Installer/installables/OBDX/BASE/<OBDX patchset version>/
chatbot/config/oda-text/. Zip the content inside this and Import the zip by clicking
the “Import Bot” on ODA dashboard.

Show Latest Updated

Type in filt K Q| - -

ype in filter or pick from recents Updated Descending
OBDXTrunkRUNIT 0BDX231 0BDX20.1NodeJS 0BDX211DEMO
Version 1.0 Version 1.0 Version 1.0 Version 1.0

Q 211 211 OBDX20.1NodeJs 211
Datt Upgradatle D Upgradae Datt Upgradabe Dt Upgradatie
Platform Version Platform Version Platform Version Platform Version
2304 4 Upgrade 2502 5 Upgrade 2009 5 Upgrade 2208 5 Upgrade
~+ Newskin

Last Updated e | LastUpdated g|[1] Lastupdated <l Last Updated <l
11 hours ago ~ Tue, 4/4/2023, 1:07 PM h S Tue, 3/21/2023, 5:55 PM L Sat, 2/11/2023, 3:43 PM Ll

Page | 1 [of28 (1-40f 109items) < z 3 45..28 »

2. Click on the OBDX Bot and click on the components to add the custom components.

< Skills « OBDX231 brt-10-2502 A V vaidate ¥ Findings @ Tram > Preview
Vi

Components
K]

Custom  Webview
A% Services (1) OBDXComponents
X

Service Enabled
Add Service
2 ©
= Filter Name
4] (OBDXComponents
OBDXComponents v
m Description
<> applyLoan

S Optional short description for this service
A <> calculatePLEMI
& <> callRepresentative ]
(o] Ready

<> checkLogin
Platform Version @
<> creditCardDueDetails 0

<> fetchAccounts NU—

<> fetchAccountsForTxn http://100.76157,55:7003/digx-common/chatbot/vi/components
<> fetchCreditCardDetails User Name
D bttt e Rt weblogic
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Chapter 3
ODA Configurations

3. Putthe OBDX URL here. The OBDX setup and the ODA setup must be accessible over
Internet.

4. Add username/password (in HTTP Basic authorization) of any user with Administrators
role which can be used to login in OBDX WebLogic server.

5. To configure intent threshold for the skill, go to settings tab in a bot and click configurations
to configure threshold frequency (default 0.5) as shown below:

< Skills « OBDX231  busit-10-2202 A S V vaidate XX Findngs G Tram D> Preview
é Settings
[
General ~ Configuration  Digital Assistant ~ Events  Q&A Routing Config
A% System Parameters
@ Confidence Threshold
05 N ‘
= Confidence Win Margin
] o R ‘
m Unexpected Error Prompt
S ${rb('systemConfiguration_errorUnexpectedErrorPrompt)} ‘
g Max States Exceeded Error Prompt I
o ${rb('systemCi 1_errorMaxStatesE: pt)} ‘
Expired Session Error Prompt
${rb(systemC 1_errorExpiredSessionPrompt)} ‘
OAuth Cancel Prompt
${rb('systemConfiguration_oauthCancelPrompt')} ‘
OAuth Success Prompt
httpsy//idcs-oda-d501 ‘
=L E Cispiay name W vescrp

6. Configure required entity in a resource bundles (one created/configured in OBDX). At a
time chatbot works with single entity. Go to Resource Bundles as shown below-

< Skills - OBDX231 oet-io-moz A~ V Vaidate X Fndngs @ Tam  [> preview
Vi

Resource Bundles & \i.
K]

User-Defined  Intents ~ Q&A  Configuration
e Keys (1) Q| %, DefaultHomeEntity
wi
B ‘ ~+ Add Language Filter by Language or Text
= Language Message Annotation
= entit; 0]

y
°] default 0BDX_BU V|
DefaultHomeEntity

fal
N
A
&
& K

7. Configure OBDX managed server URL where OBDX rest APIS are hosted:
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Chapter 3
ODA Configurations

UNKRUNIT Dt 1.0-2508 D> Preview

Va

Resource Bundles E‘ &
]

User-Defined  Intents QA  Configuration
P ——

| A% Keys (1) Q | & baseUrltokenBased
B
B + addkey —+ AddLanguage Filter by Language or Text
= Language Message Annotation
F | gl
- url
°f baccUrTtokenBased default http://100.76.157.55:7003/ /
aseUrltokenBase

fl
> K < > |
8
&

8. Loginto ODA - Preview

Conversation Tester - OBDXTrunkRUNIT o 10 X

Bot Tester Test Suites  Test Run Results

Channel Timezone
SaveasTest || Reset || \yebhook T || UTC +05:30: A
Help me 0o O
) 7
You haven't had a conversation with the skill
Type in the Message field to start a conversation and then view details about how the skill is
processing your input.

Type Here... .
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Configuring Channels in ODA

This topic provides information on Configuring Channels in ODA. OBDX bot can be
configured with Oracle Web, Oracle Android and Oracle iOS channels.

Chatbot widget appears on prelogin page in OBDX Ul where the login is with mobile number/
(OTP or PIN or Soft Token). For post login, the browser session is automatically used.

*  Web Channel
This topic provides information on Web Channel.

e Android Channel
This topic describes the systematic instruction to Android Channel option.

e i0S Channel
This topic describes the systematic instruction to i0S Channel option.

e Facebook Channel
This topic describes the systematic instruction to Facebook Channel option.

e Alexa Channel
This topic describes the systematic instruction to Alexa Channel option. Creating an Alexa
skill called futuraBank along with a Webhook channel lets you chat with a specific bot.

*  WhatsApp Channel
This topic describes the systematic instruction to WhatsApp Channel option.

4.1 Web Channel

This topic provides information on Web Channel.
To configure this channel:

1. Choose Development - Channels — Users from the menu. Click Add Channel.

Create Channel

Name.

[channel name

Description

Optional short description for this channel

Channel Type @

Facebook Messenger .-.

Page Access Token

Copy from the Facebook app and paste it here

App Secret

l Copy from the Facebook app to here

Session Exoiration (minutes)
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Chapter 4
Android Channel

2. Create Oracle Web as the channel type.

Channels (15) OBDX231Web
Channel Enabled @
~+ Add channel
- o - ‘
obdx o Route To
. 0BDX231 sens-omm A [ - |
Sorty ]
Created Descending v
Name
. OBDX231Web
@), oBDXAlexa
Description
= OBDX211i0S Optional short description for this channel
0BDX211Android
—_— Channel Type
OBDX231Web o} Oracle Web
@® oBDXWebhook Allowed Domains @
@‘ 'OBDXGSHWEBHOOK
Secret Key
@ Scroll to view more 3

................................ Copy Reset

3. Switch on Channel Enabled switch

4. Add above Chatbot URL and channelled in /ui/fframework/js/configurations/config.js in oda
tag

Add above Chatbot URL and channelled in /ui/framework/js/configurations/config.js in oda tag
To remove this chatbot widget

*  Remove URL & channelld in above file

* Remove the “chat-bot” tag in prelogin dashboard - DIGX_DB_DASHBOARD -,
DASHBOARDDESIGN blob for anonymous dashboard

4.2 Android Channel

This topic describes the systematic instruction to Android Channel option.
To configure this channel:

1. Choose Development —» Channels - Users from the menu. Click Add Channel.

2. Then add Oracle Android as the channel type.

ORACLE 4o
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Chapter 4

iOS Channel

sendmail-test-discard@oracle.com ¥

User:

s

Channels (15

- Add Channel

obd

Sort
Cre:

ix

By
ated Descending

@, 0BDXAlexa

=

@‘ OBDXGSHWEBHOOK

3. Route the channel to your skill or digital assistant.

0BDX211i0S

0BDX211Android

0BDX231Web

@®) oBDXWebhook

Agent Integrations

DA as Agent

Lo}

Applications ~ Events  System

OBDX211Android

Channel Enabled @

Route To

OBDX211 Duseskin-10-2102 A

Reset Sessions

Name

(OBDX21Android

Description

Optional short description for this channel

Channel Type

Oracle Android

Secret Key

Channel Id
acf1bgad-631a-4b2e-a4b1-b4184a21ddss

Client Authentication Enabled

4. Switch on Channel Enabled switch.

Copy Reset

5. Note the channel Id. This is required in application configuration. Refer application
configuration guide for more details.

4.3 10S Channel

This topic describes the systematic instruction to iOS Channel option.
To configure this channel:

1. Choose Development - Channels - Users from the menu. Click Add Channel.

2. Add Oracle iOS as the channel type.

Channels (15)

~+ Add Channel

obdx

Sortgy
Created Descending

®

3. Route the channel to your skill or digital assistant.

OBDXAlexa

OBDX211i0S

(0OBDX211Android

OBDX231Web

'0BDXWebhook

(OBDXGSHWEBHOOK

OBDX211i0S
Channel Enabled @
@
Route To
OBDX231 Dutsiil-10-2.92 A ‘ o ‘
Name
OBDX211i0S
Description

Optional short description for this channel

Reset Sessions.

Channel Type
Oracle i0S

Secret Key

Channel ld

a5187fd6-d182-4ff4-a74d-7050f44382df

Client Authentication Enabled
Push Notification Enabled @

a»

4. Switch on Channel Enabled switch.

ORACLE
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Chapter 4
Facebook Channel

5. Note the channel Id. This is required in application configuration. Refer application
configuration guide for more details.

4.4 Facebook Channel

This topic describes the systematic instruction to Facebook Channel option.
1. Create a Facebook account for the Bank. Login to Facebook with credentials.

2. Create a new page.

& C | @ Secure | hittpe//www iacebook.com,

# Obaxumoai Suggested Pa
Pages +Createa Page

=) News Feed n GKW Rangers Fe

© nassanger BOX Dev S

SHORTCUTS < oeox ppsDBA

2 oeox

©BDX Dev I

ExpLoRe

pages
) evens:
@ omus

1t Friend Lists

© Foies

3. Navigate to developer link and create an application as shown below

[ Al Apps - Facebookfor X

€ o C | seare https//developers facebook.com/apps

,,,,, ) wyapps + (@

facebook for developers ]  Products  Docs  Tools&Support  News  Videos

Seatch apps by e
@ hop D soB5040200002 @ Hop D 1504507 36514155 @ o D 1202557247465
0BDXBot O [
@ Ao 1D 1081218521962565

4. Navigate to dashboard page and note the app secret as it will require in future steps.

ORACLE" 4-4



Chapter 4
Facebook Channel

€ > C |8 secre | nups

B csowet

Dashbosrd

developers facebook.com,

APP ID: 1081218921982568

Settings

Roles

Aerts

Facebook Login

Messenger

= View Analyties

7 08DXBot - Dashboard - X
L -] L 0o

% Toosasuppor Docs (@)

Dashboard

OBDXBot

version

App D
28 1081216921962568

App Secrel

7812500505021 b2cte1B13F1 4597040 Reset

o Introducing Messenger As an Ad Destination

Facebook Analytics
Set up Analytics

Facebook Login

Active Login Usars  Trend

[<]<]

Navigate to Messenger - Settings page from left panel and in token generation section

select the page created previously. Note the page access token.

€ — C | @ secure | hitps//developersfacebook.com/apr

08121

@ osoxset AP ID: 108121892 1982565

Dashboard
Setings
Roles
Aerts

App Review

Facebook Login

Messenger
Settings

Webhooks

+ Add Product

Create Facebook Channel in ODA

1.

~ View Analytics

I3 0BDXGot - Messenger - X
* a (-] o

# Tools & Support  Docs

Increase Traffic to Messenger

Learnmore

e ads to help more people

Get started

Check out some resources that may help you in development: Quick Start (build a Messenger app in 10 minutes)

and Complete Documentation. Also join our Messenger Platform Developers Community on Facebook to get latest
news and learn more!

Token Generation

Page token s required to start using the APIs. This page token will have all messenger permissions even if your app
is not approved to use them yet, though in this case you wil be able to message only app admins. You can also
generate page tokens for the pages you don't own using Facebook Login.

Page  Page Access Token
oB0X MXgl IROKMAZCQULIMJFKXCECYCZL 552J00dDR IWDYTSLIQGSROIF
Webhooks. Edtevents
To receive messages and other events sent by Messenger users, the app
should enable webhooks integration
Selocted events: message_deliverios, message_schoes, messago_reac © compiete
messages, messaging_account_linking, messaging. checkout_updates,

messaging_opti

‘messaging_payments, messaging_postbacks,
messaging_pre_t

ieckouts, messaging_referrals

Select a page to subscribe your webhook to the page events

Selocta Page ¢
Subscribed pages: OBDX

AbD Review for Messenger

In ODA ,click channels in the left panel/menu and then click on users.

ORACLE
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Chapter 4

2.
3.

4,

Development = ORACLE' Digital Assistant ? o
Home
Channels
D me
e AgentIntegrations  DAasAgent  Applications  System
Digital ~+ Channel RouteTo ~ OBDX20.1 DRAFT:10 n
Digital s
. a @ Chanrel Enabled O Resat Sessions
Channels
Ps * Name  OBDXFB
@®) aspssTGA x
Description Optional short description for this channel
AA_DSST_web X
FCR119 X
Channel Type  Facebook Messenger
FCR_119lInstaller x
@ Page Access Reset
Token
FCUBS_Channel X
Documentation.. © App Secret Reset
@) Kukuam_ce %
Verify Token  wshbC3InSDkmnNPLBREUXDIcpdnfQP Regenerate
kukuam_oracle_web X
Webhook URL  httpsy//oda-ae2cca3l1e58405abeBeadf4131b850f-da2 datadigitalassistant.o
ci.oraclecloud.com/connectors/v2/listeners/facebook/channels/760276d6-c
B8] O8DX201 = 3¢0-4760-bdbd-4b757794ebad

Next, click Add Channel to open the Create Channel dialog.

Choose Facebook Messenger as the channel type.

Create Channel

* Name OBDXFB |
Description Optional short description for this channel
© Channel Type Facebook Messenger v
* Page Access Token Copy from the Facebook app and paste it here
* App Secret Copy from the Facebook app to here
Session Expiration (minutes) 60 hor Default

In the Page Access Token field, paste the page access token that you generated
previously in the Set Up Facebook Messenger procedure.

In the App Secret field, paste the app secret that you copied previously in the Set Up
Facebook Messenger procedure and click Create.

In the Channels page, copy both the Verify Token and WebHook URL and paste them
somewhere convenient on your system. You'll need these to configure the Facebook
webhook.

ORACLE"
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Chapter 4

Facebook Channel
RouteTo ~ OBDX20.1 DRAFT - 10 n
@ Channel Enabled on Reset Sessions
" Name  OBDXFB
Description Optional short description for this channel
Channel Type Facebook Messenger

@ Page Access Token errarrasrasssaressasssassssssatasssenrarasantarataeanen - Reset
@ App Secret errarrasrasssaressasssassssssatasssenrarasantarataeanen - Reset
Verify Token wshbC3InSDkmnNPLBR6UfXDIc)pdnfQP Regenerate

‘Webhook URL

https://oda-ae2cca311e58405abe8cddfd131b850f-da2.data.digitalassistant.oci.oraclecloud.com/connectors/v2/li
steners/facebook/channels/760276d6-c3c0-4f60-bdb4-4b757794eba8

Session Expiration (minutes)

60 h Default

7. Select the digital assistant or skill that you want to associate with the channel. Switch on
the Channel Enabled control to enable it.

Configure the Facebook Messenger Webhook

1. In Facebook Messenger, be sure that you've selected the project that you initially created

for the webhook.

2. Click Messenger and

then choose Settings .

3. Click Subscribe to Events to open the New Page Subscription dialog.

4. Copy the Webhook URL that you got from the Digital Assistant Channels page and paste it
in the CallBack URL field in the New Page Subscription dialog.

5. Copy the Verify Token generated by Digital Assistant and paste it into the Verify Token

field.

€ o O sene e

htpa//devalopars acebook com/sppa/1081210921982568 webhookys

= swssssimineaper & | T ososresssoonpr &

T e— a
(]

Edit Page Subscription

Callback URL

ngrok

Very Token

Conce memove sunscronon | R

Showall | X
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Chapter 4
Alexa Channel

6. Under Subscription Fields, select the messages and messaging_postbacks callback
events.The messages event is triggered whenever someone sends a message to your
Facebook page.

7. Click Verify and Save.

8. Inthe Webhooks section of the Messenger settings, select the Facebook page for your
digital assistant (or standalone skill).Click Subscribe.

Validating configurations

1. Login to Facebook — Navigate to the page and click - Send message

Visual posts improve engagement

ZigBank . Y . J
(o]
Tames
ZigBank | l d
Home - >3
Sow Pages Fesd

Posis
Photos
Vigeos '
Events This Week
Anout

v T
Communiy y 0 1012 11 seconds
wwwww ‘age Promotions FORNY )

rrrrr

2. Click Get Started in the chat window - You should receive welcome message from ODA

3. Enquire about account balance - OTP should be received on the registered email
address of the party in core banking.

4.5 Alexa Channel

ORACLE

This topic describes the systematic instruction to Alexa Channel option. Creating an Alexa
skill called futuraBank along with a Webhook channel lets you chat with a specific bot.

Creating an Alexa skill called Futura Bank along with a Webhook channel lets you chat with a
specific bot.

Add the skill information

Set up a developer account in the Amazon Developer Portal.

4-8
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1. Open the Amazon Developer Console.
2. Click on ‘Create Skill’.

A x
&« C @ developer.amazon.com/alexa/console/ask
Alexa Live 2021
Don't xa Live 2021! An interactive, virtual for Alexa skill by makers, startups, ar
Skills Earnings Payments Hosting Settings
Alexa Skills Skill examples  Learn more
Create Skill
SKILL NAME LANI MODIFIED STATUS ACTIONS
FuturaBank
English (US) 2021-07-26 ® In Dev
Custom
View all skills 1-10f1

To Dos

+

Chapter 4

Alexa Channel

x

* o &k »G

Alexa Skill Insights (Beta)

o

Ww'le

Check back for more

The insights in this section have
been updated to show opportunities
to improve your skills. We'll have
suggestions for your skills soon.

Build a Multimodal Alexa Skill

Resources

Terms

English (US)

Feedback X

Learn more 2

Docs Forums Blog Alexa Developer Home

3.
Name.

yox | +
<« ]

@ developer.amazon.com/alexa/c

< Your Skills

FuturaBank Build Code Distribution Certification Analytics

Enter Futurabank (or any name that you want to use to invoke this skill) as the Invocation

X

uild/custom/amzn1.ask.skillbE0ef2bb-74a0-4b26-b45c-a68b185a54cf/development/en_USfinvocation/skill-invoc... Yy & »

&3 English (US) > ] save Model X Build Model

W Version

CUSTOM
Invocation

Users say a skill's inv

» Invocations
on with a particular custom skill.

For example, if the inv es', USers can say:

» Interaction Model

v Assets | User: Alexa, ask daily horoscopes for the horoscope for Gemini

> Slot Types (1)

MlmodalResee B Skill Invocation Name

How to pick names that are right for you
Interfaces

‘ futura bank

Endpoint

MODELS

TOOLS

rs and

English

Feedback X

M| Evaluate Model

Forums

Blog Alexa D

4, Add new intent as CommandBot.

4-9
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Chapter 4
Alexa Channel

Ocbox | +

&« (& @ developer.amazon.com/alexa/c uild/custom/amzn1.ask.skill.b60ef2bb-74a0-4b26-bd5c-a68b185a54cf/development/en_US/intents w

developer console

< Your Skills FuturaBank Build Distribution Certification Analytics

@ English (US) v EA save Model & Version ¥ Build Model Evaluate Model

CUSTOM

> Invocations Alexa Conversations

v Interaction Model

~ CommandBot

Enable Alexa Conversations | What is Alexa Conversations?

Intents
command

AMAZON Cancellntent

AMAZON Helpintent NAME UTTERANCES SLOTS TYPE ACTIONS

AMAZON StopIntent
- - Reguired Edit

AMAZON NavigateHomelntent N.Cancellntent

AMAZON. Fallbackintent
Errors and Wamings

@ English (US) | Feedback X

LOAOl A

Terms Docs Forums Blog  Alexa Developer Home

Add sample utterance to it

Oox | +

<« c @ developer.amazon.com/alexa/c uild/custom/amzn 1.ask.skil.b60ef2bb-74a0-4b26-b45c-a68b185a54cf/development/en_USfintents/Comma.. & ¥

> Invocations

~ Interaction Model
+ Intents 6) Intents / CommandBot

command Sample Utterances (1)

v Built-In Intents (5)

AMAZON.Cancel

AMAZON. Helplntent

{command}

AMAZON. Staplr
AMAZON.NavigateHomeintent 1-10f1
AMAZON. Fallbackintent

Annatation sets [ Dialog Delegation Strategy

Intent History > Why s this disabled?

Utterance Conflicts (0} -

JSON Editor Intent Slots (1)

v Assets
MULTIVALUE ACTIONS

> slot Types (1)

Multimodal Responses
Customslot ~

Interfaces

Endgoint

Create custom slot.
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(-] = x

Qb x +
« C @ developer.amazon.com/alexa/c m/amzn1.ask.skill.b60ef2bb-74a0-4b26-b45 /development/en_US/slot-types Qv Q® & »
cusTom

Slot Types

> Invocations

re recognized and handied
2 types and variables must be assigned 3 slat tyy

slot types define how phrases in utterancs well as the type of data passed between components. In Interaction Model, all intent slots must be assigned a siat type. In Alexa
pe. Leam more about using Slot Types and lea 3 ing Slot Types with Alexa Canversations.

Conversations, all slots, arguments, respo

~ Interaction Model

~ Intents (6) + Add Slot Type

v Commandgot

command NAME SLOT VALUES SLOTTVPE
v Buitt-In Intents (5)
AMAZON.Cancelintent Customslot 2 Custom with values Edit
AMAZON Helplntent
1-10F 1 Slot Types

AMAZON Stop

AMAZON.NovigateHomeintent
AMAZON. Fallbackintent
Annctation Sets ([
Intent History
Utterance Conflicts (0) -

JSON Editor

v Assets

Slot Types (1)
voAQl A

s Forums Blog Alexa Developer Hor

Qox | -

uild/custom/amzn1.ask.skill.b60ef2bb-74a0-4b26-b45c-a68h185a54cf/development/en_US/slot-types/Cust...

<« C @ developer.amazon.com/alexa/c

o K sid vod

cusTom

> invocations

es / CustomSlot

« Interaction Mode
Slot Values (2) ® skt 8,
« Commandsor
I +
command
[ 9 ) 2| 1 1 * ) (things % ] [doit = ) { x| :
Lue o (oPTIONAL mowv na)
omething +
dasomething - 1
Annotation sets [
ntent History -2ei2
Unterance Conflts 0] .
150 editar Slots Using (CustomSlot)
o nsse

> SotTypes (1

Multimodal Responses

Interfaces

Endpoint

7. Update this CustomSilot in previously added intent.
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Obox | + o - bl

< Cc @ developer.amazon.com/alexa/c uild/custom/amzn1.ask.skill.b60ef2b

b-7420-4b26-b45c-a68b185a54c/development/en_USfintents/Comma... @ v & » G

custom
Intents / CommandBot / command
Slot Type
customsior -~
o
s Multi-Value
- Ganthis N—
A Dialags
a
e
Slot Filling

st required to Fulfil the intent?

Slot Confirmation

8. Click Build Model in Build tab.
9. Update endpoint and add CA.
10. Note the skill ID.

Opbx + o - =
&« C @ developer.amazon.com/alexa/c uild/custom/amzn 1.ask.skill b60ef2bb-74a0-4b26-b45c-a68b185a54cf/development/en_US/endpoint a ¥ (‘E & g
custom

Endpoint

3 Invogations

Setup Account Linking for Alexa

1. Goto Account Linking tab in Alexa console and enable “allow users to create an
account or link to an existing account”.

2. Inthe Security Provider Information, select “Auth Code Grant” and set your web
authorization Uri ,and access token

3. Set scope to “accounts”.

ORACLE

4-12



ORACLE

6.

Chapter 4
Alexa Channel

Agcount Linking

M oracle v < developer.amazon.com B+ @
© hupsio Artifacts. ) ndex o Environ, & Discover. [ overvie B Transact om.of. {0 caut authors = clipftrur @ cipforar Account. Developer.

Select an authorization grant type”

Implicit Grant

© Auth Code Grant

. h 2 1 /authorize
ki A ttps:/ fobdxmobiledev.a.pinggy link/digx-sms/v1 jauthorize

https:/ fobdxmobiledev.a. pinggy.link/digx-sms/v1 /token
Access Token URI"

e930et i
Your Client ID 2d79e939e0424voiceast8eS5faba36fb5581

Your Secret”

Your Authentication Scheme’ HTTP Basic (Recommended) ¥
Scope accounts
payments
4
Domain List

Default Access Token Expiration Time

@ English (US)

Set the client Id for client from client Maintenance page for “OBDXVoiceAstDomain”
identity domain client.

Click Edit and set the client secret for the above client.

Client Maintenance

s Ovirion

Go to Resource Server Maintenance page and select Identity domain to
OBDXVoiceAstDomain.
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7. Edit the Scope Name of SCO2 to “accounts” and Scope Description to “accounts”.

-
= dplutura bank o ° .

Resource Server Maintenance

Besource Server Definiron

8. Go to Touch Point Maintenance page and search for Voice Assistant Banking touch
point name.

9. Add “accounts” scope to the list of scopes, and add upload your bank logo.

10. Enable Touch point status.

AN B Lt

= @ iuvtura bank =] o ﬁ‘l gt ETORRAPRE X

Toasch Poing Malntenange

11. Go to Role Transaction Mapping page, and create an external user and add accounts
scope.
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= o futura bank o o T -

Role Transaction Mapping

12. Add module “current account savings account”, “term deposit”, “customer servicing” and

“loan”,"payments”.

[ oracle < Not Secure — 100.76.159.134 J ®© M +
4 Custom Report: My Open Bugs and Enhs [ 22.2000_support o] (€D Rote Transaction Mapping - Futura Bank

For——
= ™ FuturaBank Search... aQ e 0 Welcome, Administrator User

Lastlogin 10/15/24, 1238 PM

Role Transaction Mapping

Application Role Creation Map Transaction
Module N
perform Approve View Check Release
Transactions &

P w2 Current Account Savings Account

¥ g Customer Servicing
Help
b Loan

* &g Payments

» w2 Term Deposit

B -

13. Set the 'CODE_CHALLENGE_FLAG', 'OPAQUE_ACCESS_TOKEN_FLAG' flags to N in
auth_config table.
update auth_config set prop_value='N' where prop_id="CODE_CHALLENGE_FLAG/;

update auth_config set prop_value='N' where
prop_id='"OPAQUE_ACCESS_TOKEN_FLAG';

14. Update token_expiry in digx_au table for OBDXVoiceAstDomain domain_id
update DIGX_AU_tokendetail set TOKEN_EXPIRY=600 where
DOMAIN_ID='c733dee8-6e4f-4400-8170-cf7c6ef98165";
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15. Restart the server.
Create a Webhook channel in ODA

1.

In the Bot Builder, create a webhook channel for your bot. In the Create Channel dialog,
enter the outgoing Webhook URL as https://Ibots-samples-nodejs:8889/ext/apps/alexa-
singleBot/singleBotWebhookimessages. This URL is where your bot will send its
responses back to the Alexa Futura Bot skill.

i ©ODx [ Code| + o - X
<« C @ idcs-oda-d501204fbeddd96dacb74d15a590dce-t0.data.digitalassistant.oci.oc-test.com/botsui/(botld:7TAES5539-5E83-4963-0ABC-G4EFEEFATE )., o @ % O & 2
Channels (1) OBDXAlexa
Channel Enabled @
+ adacranne
obdxalexa (~] .
0BDX201 Denskn-10-2005 A | v
Display Name Ascending -
e
@® oBDXAlexa g OBDXAlexa
nal sho i hann
Webhook
Faylozd version @
Conversation Model v
webhook ur @
https: //whfO0Oebe. in oracle com:13000/singleBotWebhook /messages
PemklEjmefiNZ J8oocMV 1QyKhOo9BLvt Reset

https://fides-oda-d501204fbedd496dacTb74d 152500 dce-t0.data digitalassistant.oci.oc-test.com,/connectors,/v2 /listeners /webhook channels /65223 783-8657-4287-006e- 323401060
0=

Update amzn_appld, channelSecretKey & channelUrl in service.js

T

Run nodeJS script

npm install

2 o

node index.js
e. This must be publicly hosted in https URL.

f. Enter this URL in below screen

[ T —— o Qe kN
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2. Inthe Alexa Mobile App
a. Ensure that the skill is visible.

b. Change the language to English US.

ms2 all ¥ . 11:52 all T .
£ DEVICE SETTINGS £ SKILLS & GAMES @ =
These settings are only for the Alexa app. Discover Categories Your Skills

HAMDS FREE

Alexa responds to your voice any time you say "Alexa®
when the app is open and in use. 0 1

Bluaprint Dev

Enable Alexa Hands Free m
LANGUAGE Dev
English

e FuturaBank
GENMERAL
E?.I_D,u I.—,.Tlr.“.?me "Alexa open hello world"

sample Short Description

Sounds

Device Location
Time Zone
india Standard Time {Kolkat

Measurement Units.

|
u
Q
2
B

= 9 (> @

3. Link your amazon account for your skill through alexa app.

4.6 WhatsApp Channel

This topic describes the systematic instruction to WhatsApp Channel option.

1. Create a channel of type Webhook.

2. Map the Skill to this channel & enable the same.
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Figure 4-1 OBDX_WhatsApp Channel

Users  Agentintegrations  DAasAgent  Applications  Events  System

Channels () OBDX_Whatsapp
Crannel Enatied ©

- on
[
| whatsapg] o B

" OBDXTrunkRUNIT ol 15 5580 &
Orsplay Name Ascending
® osox whatsapp o 0BOX_Whatsapp

Descripton

Chareet Type
‘Webhook
Puosd Vrsion ©
Conversation Model
Outguing weshook Uk O
hitps: //oda. adui onrender com/bot/ message
Secret ey
203HaaDREZUVVIIS TWwIWNYBTwwf G260
-

hitos: 2ccadt 3 A\ 1950076

Session Expieation [mirustes)

1000

3. Obtain the NodeJS script from installer from this path: OBDX Installer/
installables/OBDX/BASE/<OBDX patchset version>/chatbot/config/oda-
whatsapp/index.Js.

This script resides between WhatsApp Server & ODA.

4. Complete the configurations as given in Section 3.8: WhatsApp configurations of Alert
Configuration Guide.

Note the Webhook URL & secret from above screen & update in NodeJS script.
Update the long term WhatsApp token in MYTOKEN variable in the script.

Run the shared NodeJS script on any public server.

® N o o

Update the url in below WhatsApp Console. The verify token is the one used in mytoken
variable in script. Update the outgoing webhook URL in ODA channel.

Figure 4-2 WhatsApp Configuration

OQMeta forDevelopers = App Dashboard
il coacnat - App ID: 907429750315795 App Mode: Development @ Live App type: Busines o
(3 Dashboard
[2) Required sctians Quickstart > Configuration
@ Ao setings . Wabbaak
To get alerted when you receive a message or when a message's status has changed, you need to set up a Webhooks endpoint for your app. Learn
()] App roles v how 1o configure Web
Callback URL @ Verify token @ =
£\ Nens v hitps:/oda-adul.onrender. com/webhook
() App Review v Wathook fsids © s
messages
Webhooks Permanent token
WhatsApp ~ BT ROW 10 CRgte & Parmanent toked
Quickstart
API Setup Phone numbers
- You have 0 production numbers and 1 test number. Manage phone numbers
Partner Solutions
_ Test account
i= Activity log
Delet: B
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This topic describes the systematic instruction to Configuration in OBDX option.
This configuration is applicable for WEB/ANDOIRD/IOS channel.

Login to OBDX website with admin user.

Go to Touch Point Maintenance and search for APCHATBOT.

Enable APCHATBOT touchpoint for chatbot to work with OBDX.

AN A

For 2fa, enable 2fa Authentication. Enabling this will enable 2fa authentication for
transactions withing chatbot as per authentication type configured for the transaction.

6. Login 2fa option available are PIN/OTP/Soft token.

a. For PIN, user can login to OBDX website -> Profile Settings ->Password and security -
>Set SMS and chatbot PIN

b. Update the type of authentication required in ODA in fw_config_all_b

select * from digx fw config all b where prop id
like'3%MobileAuthenticator%'

values are LOCAL- OTP

R SOFT TOKEN- HOTP based 2fa

T SOFT TOKEN, PIN - TOPT base 2fa

PIN
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Standalone WhatsApp/Facebook messenger
Integration with OBDX

ORACLE

This topic describes the systematic instruction to Standalone WhatsApp/Facebook
messenger integration with OBDX option.

Bank can also setup WhatsApp without Oracle Digital Assistant in OBDX. In this release, basic
intents are supported

* Help

» Balance

* Recent Transactions
e Upcoming Payments

All the above transactions will have authentication and authorization as in OBDX for a OBDX
user.

Login will be performed based on OTP.
Below is the configuration setup:

1. The relevant antifactory for server node application will be available fromOBDX installer
from this path:0BDX Installer/installables/OBDX/BASE/<OBDX patchset
version>/chatbot/config/digital-assistant/

2. Navigate to Facebook Developers Console — WhatsApp Configuration. Add the Webhook
Callback URL and set up the Verification Token to enable webhook integration.

it > Coenfparntion

bk

3. For setting up node server,

a. Install node using homebrew
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Chapter 6

Then open the path of the folder extracted from the installer package on terminal. This
is be the path where package.json is located.

Run “npm install”

In environment variables add the following variables:

a.

PHONE_NUMBER_ID: can be fetched from Facebook developer’s console under:
Quickstart > API Setup

VERIFY_TOKEN: should be same as one set in Facebook developers console/
WhatsApp configuration

PAGE_ID: is your Facebook page ID:

* Go to your Facebook Page.

e Click on About (left-hand menu).

* Scroll down to Page ID, and you will see a numeric ID.

CHANNEL.: can be set as WhatsApp or Facebook respectively to use any one of the
channels (WhatsApp or Facebook). Only one at a time is supported.

BASE_URL: should be a https URL of the environment you want to point to.
DEFAULT_HOME_ENTITY: to be set based on requirement in OBDX
MYTOKEN: This token is required to send messages via the WhatsApp API:
i. Go to Meta for Developers.

ii. Navigate to My Apps and select your app.

iii. Under WhatsApp, go to API Settings.

iv. Find the Temporary Access Token or generate a permanent token via Business
Manager.

v. Use this token as MYTOKEN in your .env file.

PAGE_ACCESS_TOKEN: This token is needed to send messages via the Facebook
Messenger API:

i. Go to Meta for Developers.
ii. Select your app and navigate to Messenger > Settings.
iii. Under Access Tokens, choose your Facebook Page and generate a token.

iv. Save this token as PAGE_ACCESS_TOKEN in your .env file.

After configuring the environment variables, deploy the code and start the application by
running ‘node index.js to start the node server.

Based on the channel that is set you can now test the chatbot on WhatsApp/Facebook.

/digital-assistant/src/config/messages.json contains all text messages which can be
customized.

< Note:

There is language translation service in between the intent and WhatsApp server.

/digital-assistant/src/services/IntentService.js has mapped intent. These intents can be
added in the array.
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